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1.CISA - Cybersecurity & Infrastructure Security Agency. Incident Response Playbook (Federal)., on site: https://www.cisa.gov/incident-response-playbook.

2.Cybersecurity Best Practices, CISA, on site: https://www.cisa.gov/topics/cybersecurity-best-practices.

3.Cyberattacks, IBM, on site; https://www.ibm.com/think/topics/cyber-attack#498277090.

4. . Diplomacy in Cyberspace, American Foreign Service Association, on site: https://afsa.org/diplomacy-cyberspace?utm_source=chatgpt.com.

5. Digital Rights Management (DRM), FORTINET, on site: https://www.fortinet.com/resources/cyberglossary/digital-rights-management-drm.

6.ENISA - European Union Agency for Cybersecurity. Cybersecurity for Public Sector & Government Entities., on site: https://www.enisa.europa.eu/topics/csirt-cert-services.

/. How to Protect the Data that is Stored on Your Devices, CISA, on site: https://www.cisa.gov/resources-tools/training/how-protect-data-stored-your-devices.

8.INTERPOL. Social Engineering & Spear Phishing Threats., on site: https://www.interpol.int/Crimes/Cybercrime

9.Kaspersky Securelist. Red October - malware campaign targeting government missions and research organizations to extract sensitive information., on site: https://securelist.com/red-october-
diplomatic-cyber-attacks-investigation/36740/?utm_source=chatgpt.com.

10. Ministry of Foreign Affairs - Czech Republic. APT31 (China) targeting the Czech Ministry of Foreign Affairs., on site: https://mzv.gov.cz/jnp/en/issues_and_press/press_releases/statement_by_the_
government_of_the_czech.mobi?utm_source=chatgpt.com.

11. Multifactor Authentication, CISA, on site: https:.//www.cisa.gov/topics/cybersecurity-best-practices/multifactor-authentication.

12. NATO CCDCOE - Cooperative Cyber Defence Centre of Excellence. Threats to Government and Diplomatic Communications., on site: https://ccdcoe.org/library/

13. NCSC - UK National Cyber Security Centre. Cyber Security Guidance for Diplomatic Missions., on site: https://www.ncsc.gov.uk/guidance.
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14. Reuters. Russian FSB targeting embassies in Moscow - cyberattacks on foreign embassies to intercept communications and spy on diplomatic missions., on site: https://www.reuters.com/business/
aerospace-defense/russias-fsb-targets-foreign-embassies-moscow-cyber-espionage-campaign-microsoft-2025-07-31/?utm_source=chatgpt.com

15. Reuters. Operation Newscaster (Iran) - Iranian hackers used fake accounts and a fake news website to target diplomats., on site: https://www.reuters.com/article/us-iran-hackers/iranian-hackers-
use-fake-facebook-accounts-to-spy-on-u-s-others-idUSKBNOESOA2201405297utm_source=chatgpt.com.

16. . Spoofing and Phishing, FBI, on site: https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/spoofing-and-phishing.

17. US Department of State - Bureau of Diplomatic Security. Cybersecurity Guidelines., on site: https://www.state.gov/bureau-of-diplomatic-security.

18. Viruses vs. Ransomware & Malware: Types and Explanation, CISCO, on site: https://www.cisco.com/site/us/en/learn/topics/security/what-is-a-virus-vs-ransomware-malware.html.

19. What is ‘Juice Jacking’ and Tips to Avoid It, Federal Communications Commission, on site: https://www.fcc.gov/juice-jacking-tips-to-avoid-it.

20. . What is incident response? IBM, on site:; https.//www.ibm.com/think/topics/incident-response.

21. What is spear phishing? IBM, on site: https://www.ibm.com/think/topics/spear-phishing
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